Risk Analysis and
Management



Risk = Severity x Likelihood

* Extent of Damage * Likelihood of event

* Fatality * Based of failure frequency of
* Injuries process components

* Losses

* Analysis based on design and |  * Analysis based on
modeling equations manufacturer’ s and historical
data

Risk — The probability that a hazard will result in a
specified level of loss




LIKELIHOOD

The likelihood is the chance that the hazardous event will
occur




CONSEQUENCE

Consequence is the outcome of the hazardous event




RISK MEASUTREMENT

Risk = Likelihood x  Consequence




Risk Management- The systematic application of management
policies, procedures, and practices to the tasks of analyzing,
assessing, and controlling risk in order to protect employees, the
general public, and the environment, as well as company assets,
while avoiding business interruptions.

Acceptable Risk: Risk that has been reduced to a level that can be
tolerated by the organization having regard to its legal obligations
and its own HSE policy.

Risk analysis is the estimation of the risk associated with the
identified hazards, linking the likelihood of occurrence and severity
of harms.

Risk evaluation compares the identified and analyzed risk against
given risk criteria.



Risk communication is the sharing of information about
risk and risk management between the decision makers
and others. Communications might include those among
Iinterested parties (e.g., regulators and industry; industry
and the patient; within a company, industry, or regulatory
authority).

Risk control includes decision making to reduce and/or
accept risks. The purpose of risk control 1s to reduce the
risk to an acceptable level.

Risk assessment consists of the identification of hazards
and the analysis and evaluation of risks associated with
exposure to those hazards



Safety Audit:. “A safety audit subjects every area of
organization’s activity to a systematic Critical examination
to reveal the strengths and weaknesses and the areas of
vulnerability”. One of the first systematic methods of hazard
1dentification used in the chemical industry was the safety
audit

Safety Survey: It 1s a detailed examination a narrow field
such as specific procedures or a particular plant.

Safety inspection: Which 1s a scheduled inspection of a unit
carried out by the units own personnel. Eg. Crane inspection

Safety Tour: 1t is unscheduled tour carried out by an
outsider such as works manager or a safety representative.



5 STEPS OF RISK ASSESSMENT

Step 1: Identify the hazards

Step 2: Decide who might be harmed and how

Step 3: Evaluate the risks and decide on precautions
Step 4: Record your findings and implement them

Step 5: Review your risk assessment and update if
necessary



Risk Analysis — Main Steps

Risk Analysis i %

Hazard Identification

Hazard & Scenario Analysis
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Risk Analysis — Main Steps
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HAZID- Hazard Identification

Hazid 1s a high level hazard identification technique
which 1s commonly applied on an area by area basis to
hazardous installations. Hazid study 1s the systematic
method of identifying hazards to prevent and reduce any
adverse 1impact that could cause injury to personnel,
damage or loss of property, environment and production,
or become a liability. It 1s a component of the risk
assessment and risk management..

HAZAN- Hazard Analysis

Hazan 1s the 1dentification of undesired events that lead
to the materialization of a hazard, the analysis of the
mechanisms by which these undesired events could
occur, and, usually, the estimation of the consequences



It 1s good practice to review your risk assessment on a
regular basis to be sure that nothing has changed and
that your control methods are effective. Triggers for a
review can also include:

The start of a new project.
A change 1n the work process or flow.

A change or addition to tools, equipment, machinery
(including locations or the way they are used).

New employees.
Moving to a new building or work area.
Introduction of new chemicals or substances.

When new information becomes available about a
current product.



The following methods is generally used for the hazard
1dentification

What If Analysis

Checklist Analysis

Hazard and Operability Study (HAZOP)
Failure Modes and Effects Analysis (FMEA)
Job Safety analysis

Human error analysis

Safety Review

Past accident report/ Near miss report

All these tools has their unique methodology and these are
to be used as per the requirements. Finally all these
methodologies are aim to minimise the Risk and suggest
mitigation control measures to reach to the acceptable
risk, if not possible to totally eliminate the Risk



Hazard lIdentification Techniques
Reactive approach

e Accident Investigation
e Plant Inspection

e Incident Recall Technique



Proactive approach

Safety Analysis (JSA)

HIRA/HARC/HIRAC

~ailure Mode and Effect Analysis (FMEA)
Hazard and Operability Study (HAZOP)

Fault Tree and Event Tree Analysis (FTA & ETA)
Fire Explosion and Toxicity Index (FETI)

Material / Chemical Reactive Analysis
Consequence analysis (Dispersion Modelling)



Incident recall technique

* Incident recall is to help people remember
events that could have led to undesirec
consequences. These incidents help to learn

from accidents / incidents.

* The interviewing could be done by a supervisor
/ manager or by a staff person

* |t could be done on a one-on-one basis or as a
group exercise.
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WHAT IS JOB HAZARD ANALYSIS (JHA)?

A method of studying a job —'

in order to:

(a) Identify hazards or
potential incidents
associated with each step or
task and

(b) Develop solutions that will
eliminate, nullify, or prevent
such hazards or incident
potential




WHEN IS A JHA REQUIRED?

If an existing JHA is not available
Not adequately updated or suited to the job

A JHA is a mandatory requirement for all tasks
that require a Permit to Work to be issued.



JHA TEAM SELECTION

A team of skilled professionals should be used when
developing a JHA, known as the JHA Team:

o Line Management (Supervisors)

o Employee who has experience
with job

o Group Involvement - those
that do the job (Performing
party)

o Use safety professionals or
practitioners as guidance &
resource

o Emergency management
team

o Communications




JHA DEVELOPMENT

Five stages of JHA development

>
Inspect the work site

>

Breakdown the job into different Tasks

Identify the Hazards for each Task

Ay

» Assess the Risk for Each Task

Determine the Risk Control Measures and Action Plan



DETERMINE THE RISKE CONTROILE MIEASURESAND

ACTION PLLAN

The Complete
Elimination of the
Hazard

Replacing the Material or
Process with a less
Hazardous One

Isolating the Hazard
by Guarding or Enclosing

Providing Controls such
as automation,lev,etc.

Use Appropriate and Properly
Fitted PPE where other Controls

More Effective are not practical.

Controls
Such as trainings, supervision




JHA SIGN OFF AND RECORD

Sign off of the JHA must occur by the involved parties for
the JHA to be considered an accepted document.

Records has to be updated and reviewed.



JHA REVIEW

A JHA must be reviewed the following:

The scope of work changes
Significant change to the work environment
There is an Incident or Near Miss

At least once every two years to remain valid






To develop a method for Identification of Occupational
Health and Safety (OHS) hazards, assessment of risks and
determination of necessary control measures to reduce the
risks of injury and ill health

Example- Applied widely in construction industry

To what activity can the HIRAC be applied?
Only for Routine Activity

Only for Non Routine Activity
Both

Non Routine Activity : An activity which can be carried
out only a small period of time.

Example ; Blasting of rock occurs only for few days during
construction



People who should participate in HIRAC Process
Project Managers
Functional and departmental Heads
Workmen

Supervisors,

HSE Engineers



——  All activities as defined in scope 2.1.2 ——» Qutput

$ the Severity and Probability of risk

+« & Management Programme with

v

Identify the Hazards e.g. Physical,
Mechanical, Chemical, Biological,
Psychological & Physiological

'

Assess and evaluate the Risk by ranking

Proceed with
routine control
measuregs

Risk Level (H, M or

l Un-acceptable

Reduce the hazard/risk up to
acceptable level by implementing
controls- Elimination/ Substitution)/
Engineering / Administrative. / P.P.E.

Develop & monitor the OHS Objectives

responsibility and time frame to reduce
the risk level of significant hazard




SEVERITY FACTOR

1 Negligible Slight injury or health effects (including first aid and medical
treatment cases) not affecting work performance or causing
disability.

2 Marginal Minor injury or health effects-affecting work performance epg.

restriction to activities or need a time off to recover (Lost time
accident) reversible health effects, e.g. skin irritation, food
poisoning.

3 Critical Major injury or health effects (including permanent disability) —
affecting work performance in longer term, e.g. irreversible health
damage without loss of life (Noise induced hearing loss, chronic
back injuries)

4 Severe Single fatality or permanent total disability or major occupational
illness.
5 Catastrophic Multiple fatalities from an incident or Occupational chronic illness

leading to death/fatality (poisoning, cancer).




PROBABILITY FACTOR

1 | Remote 1in every 10 year of operation. 1:1000
2| Unlikely 1 in every year of operation. 1:100
3 Occasional 1in every month of operation. 1:10

4 Likely 1in every week of operation. L4

5 Frequent 1in every day of operation. 12




I

5 5 10

4 4 .

3 6
3

2 2 4 6 8 10
1

1 2 3 4 5
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Risk Slab Risk Level Colour code
From 1-6 Low Risk (L)
Between 8-12 Medium Risk (M)
More than 15 - 25 High Risk (H) _

Determine Risk Level by using S & P factors using the formula given belo
Risk Level = Severity (S) X Probability (P)







PRELIMINARY HAZARD ANALYSIS

PHA [Preliminary Hazard Analysis] is carried out to identify
and describe Hazards & Threats at earliest stage of the Project
design development.

Example

Consider a design concept that feeds H:=S (Hydrogen sulphide)from a
pressurized storage cylinder to a process unit. at this stage of the
design , the analyst knows only that this material will be used in
the process , nothing more . The analyst recognizes that h2s has
toxic and flammable properties, and the analyst identifies the
potential release of h2s as a hazardous situation.

The analyst lists the following causes for such a release....

> The pressurized storage cylinder leaks or ruptures

> The process does not consume all of the h2s

» The h2s process supply lines leak/rupture

» A leak occurs during connection of a cylinder to the process



>

The analyst then determines the effects of these

causes. In this case , fatalities could result from large
releases. The next task 1s to provide guidance and
design criteria by describing corrective/preventive
measures for each possible release.

Consider a process that stores alternative, less toxic materials
that can generate h2s as needed

Consider developing a system to collect and destroy excess h2s
from the process
Provide a plant warning system for h2s releases

Minimize on-site storage of h2s, without requiring excessive
delivery/handling

Develop a procedure using human factors engineering expertise for
storage cylinder connection

Consider a cylinder enclosure with a water deluge system that is
triggered by h2s leak detection

Locate the storage cylinder for easy delivery access, but away from
other plant traffic.






HAZOP

HAZOP 1s a hazard analysis technique that
systematically divides a system, equipment, or process
into a series of nodes to 1dentify possible deviations from
normal operations and ensure that appropriate
safeguards are 1n place to help prevent accidents.

Before the HAZOP study i1s started, detailed information
on the process must be available.

This includes up-to-date process flow diagrams (PFDs),
process and instrumentation diagrams (P&IDs), detailed
equipment specifications, materials of construction, and
mass and energy balances.

The full HAZOP study requires a committee composed of
a cross-section of experienced plant, laboratory,
technical, and safety professionals. One individual must
be a trained HAZOP leader and serves as the committée
chair



Terminology used in HAZOP Study

a. STUDY NODES - The locations (on piping and
Instrumentation drawings and procedures) at which the
process parameters are investigated for deviations.

b. INTENTION - The intention defines how the plant is
expected to operate in the absence of deviations at the study
nodes. This can take a number of forms and can either be
descriptive or diagrammatic; e.g., flow sheets, line diagrams,
P&IDS.

c. DEVIATIONS - These are departures from the intention
which are discovered by systematically applying the guide
words (e.g., "'more pressure').

Guide word + Parameter = Deviation




d. CAUSES - These are the reasons why deviations might
occur. Once a deviation has been shown to have a
credible cause, it can be treated as a meaningful
deviation. These causes can be hardware failures,
human errors, an unanticipated process state (e.g.,
change of composition), external disruptions (e.g., 10ss
of power), etc.

e. CONSEQUENCES - These are the results of the
deviations should they occur (e.g., release of toxic
materials). Trivial consequences, relative to the study
objective, are dropped.

f. GUIDE WORDS - These are simple words which are
used to qualify or quantify the intention in order to
guide and stimulate the brainstorming process and so
discover deviations.




Guide words

Meaning

Comments

MO, HOT, NONE
MORE, 1HGIHER,
GREATER

LESS, LOWER

AS WELL AR

FART OF

EEVERSE

OTIHER THAN

SOOMNER THAM

LATER THAN

WHERE ELSE

The complete negation
of the intention
{Juantitatve increase

Cuantitative decrease

Oualitative increase

Oualitative decrease

The logical opposite of

Complete substitution

Too early or in the
wrong order

oo late or n the
wrong order

In additional locations

Mo part of the design intention i1s achieved, but
nothing else happens.

Applies to quantities such as Now rate and tempera-
ture and to activities such as heating and reaction.
Applies to quantities such as flow rate and tempera-
ture and to activities such as heating and reaction.
All the design and operating intentions are

achieved along with some additional activity, such
as contamination of process streams.

Only some ol the design intentions are achieved,
some are not.

Most applicable to activities such as flow or chemical
reaction. Also applicable to substances, for example,
poison instead of antidote.

No part of the original intention is achieved — the
original intention is replaced by something else.

Applies to process steps or actions.
Applies to process steps or actions.

Applies to process locations, or locations in operat-
ing procedures.




Example of HAZOP Matrix

Guide
word

Maintenance

No Low High Part of Also Other than Heverse
Process-
variable
No Low High Missing . Wrong Reverse
Flow flow flow flow ingredients | ImPpurities material flow
, Low High
Low High . g i
Level Empty level | E’.?Eﬂ interface interface
- Open to Low High - - v
JEos )] atmosphere | pressure pressure N
Temperature Freexi Low High - - Auto
reezing temp. temp. refrigeration
. No Poor = ’;ﬁi?ns Ve Irﬁa?r:ar- Foaming - Phase
Agitation agitation mixing g g separation
S No Slow “Runaway P E”JE al Side Wrong Decom-
eaction reaction reaction reaction” reaction reaction reaction position
" Start-up
Ltility External External -
Other failure leak rupture Shutdown




PARAMETERS

Application of parameters will depend on the type
of process being considered, the equipment in the
process and the process intent.

Pressure
Temperature
Flow

Voltage

Ph

Velocity
Viscosity

Corrosion



NHo, W©are, As
Process nat, higher, Less, wall Part Other Sooner, Later, W
parameters none greater lower as of Reverse than faster slower
_ _y

Flow X X % X K X X X ¥
lemperalure X K X X
Presture X % X X
Concentration X X ¥ X X X X
pH X K X X
Viscosity X X X X
Lewvel X X X X X X % X
Temperature X X X X
Pressure X X ¥ K
Concentration X X X X X ¥ X
pH X X X X
Viscosaty X X X X
Agitation X X X X X K K
Yolume b X X ¥ K
Reaction X X X X X
State X X
Sample X e X X




DEVIATION

High temperature
Low temperature
High viscosity
Low flow

High flow
Reverse flow



3 CAUSES OF DEVIATION

Human Error - acts of omission or commission by an
operator, designer, constructor or other person
creating a hazard that could possibly result in a
release of hazardous or flammable material.
Example- Operator failed to close the value on time

Equipment failure in which a mechanical, structural
or operating failure results in the release of hazardous
or flammable material. Example- Failure of a pump

External Events in which items outside the unit
being reviewed affect the operation of the unit to the
extent that the release of hazardous or flammable
material 1s possible. Example- Explosion



Safeguards should be included whenever the team
determines that a combination of cause and
consequence presents a credible process hazard

Those systems, engineered designs and written
procedures that are designed to prevent a catastrophic
release of hazardous or flammable material.

Example- Pressure Relief Value

Those systems that are designed to detect and give
early warning following the initiating cause of a
release of hazardous or flammable material.
Example- Pressure level Indicator

Those systems or written procedures that mitigate the
consequences of a release of hazardous or flammable
material. Example- Deliberate Ignition



RECOMMENDATIONS

Recommendations are made when the safeguards for a
given hazard scenario, as judged by an assessment of the
risk of the scenario, are inadequate to protect against the
hazard.

High priority action items should be resolved within 4
months.

Medium priority action items should be resolved within
4-6 months.

Lower priority action items should be resolved
following medium priority items.



Prerequisites

As a basjs for the HAZOP study the following information
shou of %e avaﬁabiae\: y J

Process flow diagrams (PFD)

Piping and instrumentation diagrams (P&IDs)
Layout diagrams

Material safety data sheets

Provisional operating instructions

Equipment data sheets Start-up and emergency shut-down
prgcelglures P Jency



HAZOP PROCEDURE

1. Divide the system into sections (i.e., reactor, storage)
2. Choose a study node (i.e., line, vessel, pump, operating
Instruction)

3. Describe the design intent

4. Select a process parameter

5. Apply a guide-word

6. Determine cause(s)

7. Evaluate consequences/problems

8. Recommend action: What? When? Who?

9. Record information

10. Repeat procedure (from step 2)




Consider, as a simple example, the continuous
process shown in Figure. In this process, the
phosphoric acid and ammonia are mixed, and a
non-hazardous product, diammonium
phosphate (DAP), results if the reaction of
ammonia Is complete. If too little phosphoric
acid I1s added, the reaction is incomplete, and
ammonia Is produced. Too little ammonia
available to the reactor results in a safe but
undesirable product. The Hazop team is
assigned to investigate ""Personnel Hazards from
the Reaction"'.




- =y

Phospharic

Acid Study Node 1

S
D1ammonium
Phosphate (DAP)
CONTINUOUS PROCESS EXAMPLE FOR HAZOP TECHNIQUE



Node:1 Process parameter: flow

Intention:-Phosphoric acid feed solution to the reactor at a rate of 1000 Ipm
and 3 bar Pressure

Guide Deviation Causes Consequences Action
Word Required
NO No Flow Empty Tank A

Rupture of Value
Blockage in wall

Less Less flow




Node:1

Intention:-Phosphoric acid feed solution to the reactor at a rate of X gpm

Process parameter: flow

and Y psig
Guide Deviation Causes Consequences Action
Word Required
No No Flow |Valve A Falls Excess Automati
At Study |Closed Ammonia In | c Closure
Node 1 Reactor And | Of Valve
Phosphoric ‘I}vele:s: To (B)foFI: Loss
Acid Supply ork Area F ow
Exhausted rom
Phosphor
) ic Acid
Plug In Pipe, Supply.
Pipe Ruptures
More Increased Flow Excess Phosphoric
At Study Node Acid Degrades
1 L ProductBut |  _____
Presents No Hazard
To Workplace.
Less Reduced Flow Valve A Partially Closed Excess Ammonia In Automatic
At Sourqe Reactor And Release | Closure Of




Guide Deviation | Causes Consequences | Action
Word Required
Part Of Decreased Vendor Delivers Wrong Excess Ammonia Add Check Of
Concentrati | Material Or Concentration In Reactor And Phosphoric Acid
on Of Release To Work Supply Tank
Phosphoric . . Area. Amount Concentration
Acid At f\l;l;grsl:pﬁ:\ya;gl:lg Phosphoric Released Is After Charging
Study Node Related To Procedures
1 Quantitative
Reduction In
Supply. Team
Member Assigned
To Calculate
Toxicity Level
Versus Flow
Reduction
Reverse Reverse No Reasonable Mechanism For
Flow At Reverse Flow. | - | e
Study Node
1
Other Material Wrong Delivery From Vendor Depends On Plant Procedures
Than Other Than Wrong Material Chosen From Substitution; Team | To Provide Check
Phosphoric | plant Warehouse Member Assigned On Material
Acid In Line To Test Potential Chosen Before
A Substitutions Charging
Based On Phosphoric Acid
Availability Of Supply Tank.

Other Materials At
Site And Similarity
In Appearance




Node:2

Process parameter: flow
Intention:-Deliver 20% ammonia solution to the reactor at'Y
gpm and Z psig

study node 2

control valve B fails
to open.

Operator sets
ammonia flow rate
too high.

ammonia solution
carry over to the
DAP storage tank
and release to the
work area.

Guide | Deviation | Causes Consequences | Action required
word
High High flow at Ammonia feed line Untreated Consider adding an

alarm/shutdown of the
system for high ammonia
solution flow to the
reactor.

Ensure periodic
maintenance and
inspection for valve B is
adequate.

No
flow

Leakage at
ammonia
tank

Corrosion
erosion

external impacts
Gasket and packing
failures

Maintenance errors

Small, continuous
leak of ammonia
to the enclosed
work area

Ensure adequate
ventilation exists for
enclosed work area.




Node:3

Process parameter: flow
Intention:-Deliver product flow to the storage tank at X

gpm and Y psig.
Guide | Deviation | Causes Consequences | Action
word required

Reverse

reverse flow at
study node 1

no reasonable
mechanism for
reverse flow.




Advantages

o Systematic examination

o Multidisciplinary study

o Utilizes operational experience

o Covers safety as well as operational aspects
o Solutions to the problems identified may be indicated
o Considers operational procedures

o Covers human errors

o Study led by independent person

Disadvantages

o Can be time-consuming
o Relies on having right people in the room ‘




Finally...,

HAZOP is an essential tool for hazard
identification and have been used successfully to
improve the safety and operability of both new and
existing chemical plant. The technique is not confined
to the chemical and pharmaceutical industries and
has also been used successfully in a number of other
industries, including the off-shore oil and food
industries.






WHAT-IF ANALYSIS

A What-If is a brainstorming approach in which a
group of people familiar with the process ask questions
about possible deviations or failures and what things can
g0 wrong

Each question represents a potential failure in the
facility or mis-operation of the facility.

Lead by an energetic and focused facilitator, each
member of the review team participates in assessing
what can go wrong based on their past experiences and
knowledge of similar situations

At each step 1n the procedure or process, What-If
questions are asked and answers generated.



What-If Analysis — Steps
Divide the system up 1nto smaller, logical subsystems
Identify a list of questions for a subsystem
Select a question

Identify hazards, consequences, severity, likelihood,
and recommendations

Repeat Step 2 through 4 until complete

What-If analysis are intended to identify hazards,
hazardous situations, or accident scenarios.

For a small or simple system a What-If analysis will
take 4 to 8 hours to prepare, 1 to 3 days to evaluate the
process, and 1 to 2 days to document the results.

For larger or more complex processes, 1t will take 1 to 3
days to prepare, 4 to 7 days to evaluate, and 4 to 7 days
to document.



WHAT-IF QUESTION EXAMPLE

Equipment failures What if ... a valve leaks?.
Human error What if ... operator fails to restart pump?
External events What if ... a very hard freeze persists?

Team members usually include
Operators

Maintenance personnel,

Design engineers, chemist, structural engineer, radiation
expert,

A safety representative will lead the team. Their
knowledge of design standards, regulatory codes, past and
potential operational errors as well as maintenance
difficulties brings a practical reality to the review



WHAT if. .. RISK METHOD TO REDUCE RISK ACTION
REQUIRED
The placing head is adequately covered by
enclosure, in order to prevent finger trapping,
shearing and drawing-in.
...an N2 Equipment Pressure regulator limited to 30 psi. No further
Overpressure Damage IR Specification for set point of the pressure action
occurs? regulator. Burst pressure of regulator and
IR pressure rating of components set.
... vacuum Process error \acuum presence monitored and system No further
pressure is resulting in inhibits operation at high vacuum conditions action
high (near wafer damage
atmospheric)
... vacuum Process error Vacuum presence monitored and system No further
pressure is low | resulting in inhibits operation at low vacuum conditions action
wafer damage
...novacuum | Process error Vacuum presence monitored and system No further
pressure resulting in inhibits operation at low vacuum conditions action
wafer damage
.. . blockage of | Bum-out the Add airflow switch Action
air between the | heater and required —
pressure switch | smoke, airflow
and heater potential switch must
assembly? evacuation be installed
... voltage is Dielectric Test for dielectric withstand; DC power No further
too high? breakdown, supplies incorporate internal voltage action
overvoltage compensations by design
supplied to
components
and power
supply failure
... shutter is Potential for Shutter is not NRTL approved. Information on | Actions
activated and personnel to be | laser shutter (i.e., spring failure, internal tests) | Required --
spring fails? exposed to required Info on
Laser Laser
Shutter
needed and
Evaluation

to be




Advantages of ‘What if?” analysis
Easy to apply.

Disadvantages of ‘What if?” analysis

Experienced assessors are required . Their thoroughness and
accuracy are dependent upon the composition and expertise of
the team performing the analysis.

Hazards can be missed
Time consuming for complex processes.

‘What If’ hazard analyses stops at a single point of failure and
does not investigate the system further. (i.e., This method
would not evaluate a series of failures and the potential
consequence of this series.)






CHECKLIST

Consists of using a detailed list of prepared questions about the
design and operation of the facility

Questions are usually answered “Yes” or “No”

Used to identify common hazards through compliance with
established practices and standards.

Checklist analysis involve assessment using predefined
checklists. They are used in various stages of the project life
cycle like risk identification.

A checklist intended for use during the initial design of
the process will be considerably different from a
checklist used for a process change



CHECKLIST — SUMMARY

The simplest of hazard analyses

Easy-to-use

Provides quick results; communicates information well
Effective way to account for ‘lessons learned’

Not helpful in identifying new or unrecognized hazards.

Checklist should be prepared by experienced engineers

Its application requires knowledge of the system/facility and
Its standard operating procedures

Checklist Should be audited and updated regularly



CHECKLIST QUESTION CATEGORIES

Causes of accidents
Process equipment
Human error
External events

Facility Functions

Alarms, construction materials, control systems, documentation and
training, instrumentation, piping, pumps, vessels, etc.



CHECKLIST TASK

Your University has many fire extinguisher materials AND
Fire alarms inside the campus. Create a checklist for the

Inspection, maintenance and use of fire Extinguisher and
Fire alarm.






SAFETY REVIEWS

Method that 1s commonly used to 1dentify safety
problems 1n laboratory and process areas and to develop
solutions is the safety review.

There are two types of safety reviews
Informal and

Formal.



INFORMAL SAFETY REVIEW

The informal safety review is used for small changes to existing
processes. The reviewers simply meet in an informal fashion to
examine the process equipment and operating procedures and to
offer suggestions on how the safety of the process might be
improved.

Significant improvements should be summarized in a memo for
others to reference in the future. The improvements must be
implemented before the process is operated.

The informal safety review procedure usually involves just two or
three people. It includes the individual responsible for the process
and one or two others not directly associated with the process but
experienced with proper safety procedures.

The idea is to provide a lively dialogue where ideas can be
exchanged and safety improvements can be developed.



FORMAL SAFETY REVIEW

The formal safety review is used for
New processes,
Substantial changes in existing processes,
Processes that need an updated review.

The formal safety review is a three-step process.
1. Preparing a detailed formal safety review report,

2.Committee reviews the report and inspect the process,
and

3. Implementing the recommendations.



Event tree Analysis

Event tree analysis is based on binary logic, in which
an event either has or has not happened or a
component has or has not failed. It is valuable in
analyzing the consequences arising from a failure or
undesired event.lIt is a forward bottomup approach.

An event tree begins with an initiating event, such as a
Loss of Containment, Loss increase in
temperature/pressure, Fire, Explosion or a release of
a hazardous substance. The consequences of the
event are followed through a series of possible paths.



Why event tree analysis is required

When an accident or process deviation (i.e. an
“event”) occurs in a plant, various safety systems
(both mechanical and human) come into play to
prevent the accident from propagating. These
safety systems either fail or succeed.



Definition
Initiating event - Failure or undesired event that initiates the start
of an accident sequence.

Example- Fire, Explosion or a release of a hazardous substance

Pivotal events- Intermediary events between the |IE and the final
mishap. These are the failure/success events of the design safety

methods established to prevent the Initiating Event from resulting
in a mishap.

Example- Fire alarm works, Sprinkler system, Fire detection
system

Accident scenario - Series of events that ultimately result in an
accident. The sequence of events begins with an initiating event
and is (usually) followed by one or more pivotal events that lead to
the undesired end state.



Smoke Sprinkler System Alarm :I
Detector

Exit

The diagram shows an initiating event (e.g. fire) and the subsequent
operation or failure of three systems (Fire Detection, Alarm system
and sprinkler system) which would normally operate when the fire
occur. The initiating event is typically specified as an expected annual
frequency (e.g. 2 times per year) and the success/failure for each
system as a probability.



Event tree Anal

sis- Fire in a room

Event Tree Analysis

Pivotal Events

Initiating Event Fire Fire Fire Sprinkler Outcomes Prob
Detection Works Alarm Works System Works
YES (P=0.8)
Limited damage 0.00504
YES (P=0.7
NO (P=0.2)
Extensive damage. 0.00126
YES (P=0.9) people escape
YES (P=0.8)
Limited damage. wet 0.00216
Fire Starts NO (P=0.3) people
(P=0.01) NO (P=0.2)
—  Death/Injury, extensive  0.00006
damage
NO (P=0.1)
Death/Injury, extensive  0.001

damage




Initiating Pivotal Events Outcomes
Event Event 1 Fvent 2 Event 3
Success \
Outcome 1
Success
A )
Fail
Success Qutcome 2
Success
A Accident
Fail Outcome 3 Scenarios
v
IE Fail
W Qutcome 4
v Fall Outcome 5

Figure 12.2 Event tree concept.




Event tree — PLG Leak from storage tank

Immediate Delayed Conditions
ignition ignition for explosion
Yes 0.30 Jet fire

P 7 50E - 05/year
PLG leak due to

hole in the pipe
2,50E - Dé/year 0,20 VCE
+ ® 5 95E - 04/year

0.15
0,80 Flash fire
e 100 P 2,106 - 05/year
0,85 > Diffusion

1,49E - 04/year

VCE: Vapour Cloud Explosion
Jet fire: fire of a gas leak /pressurised liquid
Flash fire: deflagration without explosive effects




Steps in Event tree construction

. ldentify the Initiating event

. ldentify the controls that are assigned to deal
with the primary event such as automatic safety
systems, alarms on operator actions.

. Construct the event tree beginning with the
initiating event and proceeding through failures
of the safety functions.

. Establish the resulting accident sequences.

. ldentify the critical failures that need to be
addressed



Advantages

e Combines hardware, software, environment, and
human interaction.

* Permits probability assessment.
e Commercial software is available.

Disadvantages

* An ETA can only have one initiating event,
therefore multiple ETAs will be required to

evaluate the consequence of multiple initiating
events.

* Requires an analyst with some training and
practical experience.



Event tree — Fire in a conveyor system

Heat Valve Water Sprays | Outcome frequencies
sensor Operates Qg Operate

detects 0.7
0.8

2x0.9x0.8x0.7=1.008/r

B

Yunnnnnnnn =

0.9 x0.9x0.8x0.3 =0.432~71

= 0.2
S

(L AR NR R AR RN RENRERRRE] 2:{(}{:).\:(:}2 :‘) :.),l'_:./}'l.

Convevyer belt fire

(of frequency 2/year)

0.1

FEREEEEEEREES LB A R R RN ERNERNERSHEZSRSRH}N) ZK(’.I:{)..‘_{/}-I'




FAULT TREE ANALYSIS e.g. Fire Triangle

OXYGEN




Fault tree Analysis

NO LIGHT IN ROOM ON
DEMAND T

(o)

NO NATURAL LIGHT

G1

NIGHT TIME :
NO LIGHT

B1

NO ARTIFICIAL LIGHT
G2

OR

FAULT IN
ELECTRIC
CIRCUIT

BS




Motor does not run when switch is pressed

Motor does not
/n% ;I;ch Connectpr A
[— | e Battery Motor
H/;d u;\\ HSDu FPpul;rer ..... Motor does not Connectbr B

faied run when switch is
l\\“/} ﬁ‘/}ﬁ\ pressed

L
Switch MNo
mafunction connachon Eatﬂh
is dead

z €

Cmneﬁ é:n_nnaﬂt

-:Ietu:-he

PEUSS 201172012




Fault Tree Analysis

* Fault tree analysis (FTA) is a top-down approach to
failure analysis, starting with a potential
undesirable event (accident) called a TOP event,
and then determining all the ways it can happen.

* The analysis proceeds by determining how the Top
event can be caused by individual or combined
lower level failures or events.

e The causes of the TOP event are “connected”
through logic gates



ENRGEEEREINAR

1. An undesired event is defined
2. The event is resolved into its immediate causes

3. This resolution of events continues until basic
causes are identified

4. A logical diagram called a fault tree is constructed
showing the logical event relationships

* Fault trees originated in the aerospace industry and
have been used extensively by the nuclear power
industry to qualify and quantify the hazards and
risks associated with nuclear power plants.



Gate Symbols

) A A

OR gate AMD gate Exclusive OR gate Priorty AND gate

OR gate - the output occurs if any input occurs
AND gate - the output occurs only if all inputs occur (inputs are independent)
Exclusive OR gate - the output occurs if exactly one input occurs

Priority AND gate - the output occurs if the inputs occur in a specific sequence specified
by a conditioning event




Add the probabilities which sit below an OR gate

Multiply the probabilities which sit below an AND
gate

So, in this example, combining probabilities
upwards to the next level gives:

* Probability of FUEL being present = 0.1 + 0.02 +
0.09 =0.21

* Probability of OXYGEN being present =1

* Probability of IGNITION being present =0.2 +
0.05+0.1=0.35



Multiple Consequences
afterevent

Multiple Causes -
leading to event

Initial
undesired
event
klu . I
t - '
\ |  J / /.
Il - ( '.',
\ l. -
) ‘I‘ . /
n g -
Preventive - Mitigation
measures ™ measures
2
L |
n
|

.
& The focus of FTA [ — :‘_ The focus of ETA T——




Relationship between Fault Trees and
Event Trees

* Event trees begin with an initiating event and
work toward the top event (induction).

* Fault trees begin with a top event and work
backward toward the initiating events
(deduction).



Inductive models forwardly induce the consequences
of an event.

| Event |7 Forward Looking Logic Conseguences

N

Deductive models backwardly deduce the causes of
an event.

induce Forwards

_ Deduce Backwards

I\Eveﬁi Backward Looking Logic Causes







History of FMEA

* First used in the 1960’s in the Aerospace industry
during the Apollo missions

* In the late 1970’s, the automotive industry was driven
by liability costs to use FMEA

* Later, the automotive industry saw the advantages of
using this tool to reduce risks related to poor quality




FMEA TERMS

* Failure mode - the way in which something
might fail

* Effects analysis — studying the consequences of
the various failure modes to determine their
severity to the customer.




What is FMEA?

* Failure modes and effects analysis (FMEA) is a step-by-step
approach for identifying all possible failures in a design, a
manufacturing or assembly process, or a product or service.

OR

* Failure Modes and Effects Analysis (FMEA) is a qualitative,
systematic and highly structured technique that is used to
investigate how a system or system components can result
in performance problems.




Process Steps

FMEA Procedure

1. For each process input (start with high value inputs), determine
the ways in which the input can go wrong (failure mode)

2. For each failure mode, determine effects
* Select a severity level for each effect

3. Identify potential causes of each failure mode

* Select an occurrence level for each cause

4. List current controls for each cause

* Select a detection level for each cause
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FMEA Procedure (Cont.)

5. Calculate the Risk Priority Number (RPN)

Process Steps

6. Develop recommended actions, assign responsible persons, and

take actions
* Give priority to high RPNs
* MUST look at severities rated a 10

/. Assign the predicted severity, occurrence, and detection levels

and compare RPNs

100




FMEA Form (Template)

ProcessProduct
Failure Modes and Effects Analysis Form
(FMEA)

Frozerror
FroduztHame

Freparcd by:

Ferponrible:

FHMEA Dake [Drig)

Process
Step |
Input

Fotential
F ailure Mode

Potential
F ailure Effects

Actions
Recommended

Fotential

Current Controls
Causes

Actions
Taken

What is the
process
step and

Input under
inyestiga-

kion®

In what ways does
the Koey Input go
Wrong?

What iz the impact
on the Key Cutput
Wariables
[Customer
Fequirements]?

‘What are the
actions bor
reducing the
ozeurrence af the
cause, or
improving
detection?

What zauses the Key
Input to go wrong?

What are the existing
controls and
procedures [inspection
and test] that pregent
either the cause or the
Failure Mode?

= = = T M = m
mOEmIIl=00na
E0==0m=mBQ

What are the
completed
actions taken
with the
recalculated
RPM?

= = = T M =M
mOEmITIIZIS0O0nQ
EQ0—-—=-0m=-=-m0QO

Identify failure modes
and their effects

Identify causes of the Prioritize
failure modes

and controls

actions

Determine and assess




Failure Specific Cause  Effect of Failure  Likeliness  Detectability Severityof  Risk
Mode of Failure  of Failure Failure  Priority
Gaswill not | Spring broke Explosion resulting in
shut off preventing valve | property damage
from closing and/ or seriousinjury

A4 Likeliness of Failure: 1-10 with 10 representing most likely
& Detectability of Failure: 1-10 with 10 representing most difficult

4 Severity of Failure: 1-10 with 10 representing most severe

L Rsk Priority = (Likeliness of Failure) X (Detectability of Failure) X
(Severity of Failure)




FMEA INPUTS AND OUTPUTS

Brainstorming List of actions to prevent

C&E Matrix causes or detect failure
Process Map modes

Process History

Procedures History of actions taken
Knowledge

Experience




Likelihood of Occurrence Rank List

Rank of Likelihood of Occurrence

1 Never Happened

2-3 1 in 365 days

4-5 I in 220 days

I in 180 days

I in 100 days

<30 days




Severity Rank List (Failures)

1

Failure would not be noticed

2-3 Failure causes in nuisances but no performance losses

4-5 System under minor performance losses

System Inoperable or Unserviceable

Partial Breakdown of the system. System can be repaired

Complete Breakdown of the system




Detection Rank List

1

Online Detection & Automatic Response System

2-4 Online Detection & Manual Response System

Periodic Physical/ Manual Detection & Manual Response System

Random Physical/ Manual Detection & Manual Response System

No Detection & Manual System




Calculating a
Composite
Score

Risk Priority Number (RPN)

Risk Priority Number (RPN): The failure mode’s risk is found by the
formula RPN =S x O x D.

RPN = Severity x Probability of Occurrence x Probability of
Detection.

RPN will be a number between 1 (virtually no risk) and 1000 (extreme
risk).

O -
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Actions +Check

Risk priority number (RPN) = Stepl: Detect a

SEV*OCCUR*DETEC failure mode

Stepd: Detection LS Step: Severity
number (DETEC) number (SEV)

“Wstep3: Probability %
number (OCCUR)




RISK PRIORITY NUMBER

Risk Priority Number

Define Requirements and
Expected Outcomes

How could we detect [ Identify ,_ p:::::i:{if:‘gits
the cause of failure? Failure Modes R e i

Control Plan Identify How serious are
Potential Causes those effects?

X [ Occurrence X [ Severity ]




TYPES of FMEAS

* Design
* Analyzes product design before release to production, with a focus on
product function.

* Analyzes systems and subsystems in early concept and design stages.

* Process

* Used to analyze manufacturing and assembly processes after they are
implemented.

* |t is used either in the assembly or manufacturing or both.




WHEN TO DO FMEA?

- New process being designed.

* New equipment developed or purchased.

* Existing process being designed or
redesigned.

* To monitor and track improvement over time.




BENEFITS OF FMEA

Improve the quality, reliability and safety of a product/process.
Improve company image and competitiveness.

Increase user satisfaction.

Reduce system development timing and cost.

Collect information to reduce future failures, capture
engineering knowledge.

Reduce the potential for warranty concerns.

Early identification and elimination of potential failure modes
Emphasize problem prevention.

Minimize late changes and associated cost.

Catalyst for teamwork and idea exchange between functions.
Reduce the possibility of same kind of failure in future.
Reduce impact of profit margin company.

Reduce possible scrap in production.




LIMITATIONS OF FMEA

* Employee training requirements
* Initial impact on product and manufacturing schedules.

* Financial impact required to upgrade design, manufacturing,
and process equipment and tools.




BOW TIE ANALYSIS

By linking ‘Hazards’ & ‘Consequences’ to an ‘Event’ it is possible to
develop the relationship to include the causes, or ‘Threats’, and the
‘Prevention’ & ‘Recovery Measures



Incident analysis — Swiss cheese model

A1
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. i |._r-
5 4
i J'_ e e
Horamz
Omaneafownl Leadaship/ Tooks & Safa
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There 1s only an event when humans come into contact with a hazard.
But there are many ways this contact can be prevented. Organisational
barriers such as permits and Safe working procedures and standards.

Leaders and supervisors who provide guidance and ensure procedures are
followed
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Incident analysies — Swiss cheese model
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The problem is that none of these barriers is 100 percent safe, all of them
have holes — big or small
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Incident analysis — Swiss chease model
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The holes all line up and at this point there 1s an event sometimes causing

an injury.

However as long as one barrier is working effectively, even when the others
fail an individual will be protected (it will be a near miss)




SWISS CHESSE MODEL

Case Study — Bhopal Disaster in India

« Equipment failure happened just before the incident was not the only cause of the
incident

HAZARD | »

e -}Eﬂ?ﬁ?’r’? ___. . " 1

Y i Lack of
€4 : emergency

response plans

Equipment
failure

Lack of skilled

operators due to the
staffing policy

5
Reduction of E ) '

safety - r .
management Inspﬂlment S ) %
maintenance of ?

the plant




Blowout (tire)

Poor visibility
(external)

™

=

™
=

Tyre integrity
system

™
_

Defensive driving

Pre drive check

™

™

Losing
control over

Uneven road
surface

™

=

Pre-journey
planning

-l

Defensive driving

™

-

=

ol

q.isten to weather

report and adjust

driving schedule
accordingly

Car lights are
turned on

_

Defensive driving

the car

™
l

™
-

™
hd

Forward collision

Slip recovery

warning systi

Crumple zone

m

™

l

_

Wearing a seatbelt

Airbag

Head rest adjusted
to appropriate
height

Competence in
confined space
rescue

Roll-over
protection

—]Crash into deep
water resulting
in confined
space

Vehicle roll-
over

Crash into
other car or
motionless
object

Driver impacts
internal of car
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Bow Tie Terminology Definitions 9.

Hazard - Potential source of harm to people, assets, the environment
and company reputation

Top Event - The incident that occurs when a hazard is realized
Threats - What could cause the top event to occur?

Consequences - What could happen if the top event occurs?
Barrier - What directly prevents or reduces the likelihood of a threat?

Recovery Measure - What prevents, minimizes or helps recovery from
the consequence?

Escalation Factor - What could prevent the barrier or recovery measure
from working as intended?

Escalation Factor Control - What prevents or minimizes the chance of
barriers or recovery measures becoming Ineffective?




Define top

event

*The topevent is
the initial
consequence

Identify
threats

Y

»Threats are the
causes of the top

event.

Identify

T T
Bow Tie Analysis Steps

For each barrier,
identify escalation

factors and
controls

Y

Escalation factors
cause the barriers
to fail

«Controls prevent
the escalation
factors from
leading to barrier
failure

consequences

identify

lde ntify recovery
preparedness measures
for each consequence

-Recovery preparedness
measures prevent the top
event keading to the
consequence

For each recovery
preparedness measure, identify

escalation factors and controls

——

barriers for

each threat

Bamriers prevent the threat
from leading to the top
event

«Some barriers are
dependent on each other or
subject to common failures

«Each top event can
have several
consequences

Escalation factors cause the
recovery preparedness measure to
fail

-Controls prevent the escalation
factors from keading to recovery
preparedness measure failure

For each Barrier, Recover
Preparedness Measure and
Escalation factor control
identify HSE Critical Tasks

N




Typical Major Hazard Barriers

Structures (jackets/decks) — preventive barriers
Hydrocarbon containment - preventive barriers

Chemical injection systems - preventive barriers

Relief systems - preventive barriers

Fire, gas & smoke detectors — recovery barriers

Ignition control — recovery barriers

Shutdown systems — preventive/ recovery barriers

Active & passive fire protection systems — recovery barriers
Firewater pumps & ringmain — recovery barriers
Emergency response equipment — recovery barriers
Emergency communication & power — recovery barriers
Escape, evacuation & rescue provisions — recovery barriers
Life/survival equipment — recovery barriers




Quantitative vs. qualitative risk

analysis

|dentify all hazards
Select a large set of scenarios

Determine the expected frequency
(likelihood) of all these scenarios

Determine the consequences of all
these scenarios

Combine all these results (using
wind direction statistics, etc) and
calculate Individual Risk around the
plant

Draw Individual Risk on map and
compare with acceptance criteria

|dentify all hazards

Select a small set of scenarios
with the largest consequences

Obtain some “feel” for the
likelihood of these scenarios

Determine the consequences of
these scenarios

Draw safety distances on a
map




Qualitative=Consequence-based:
advantages and disadvantages

Analysis is (relatively) easy
and fast

Decision process is simple
(either “safe” or “unsafe”)

Results are easy to

communicate (based on
easy-to-understand accident

scenarios)

Selection of scenarios and
assessment of "improbable = (?)
impossible” accidents is often tacit or
implicit.

Can give a wrong impression of
precision and safety

Use of “worst case” scenarios leads
to conservative results (expensive for
society) (Results are determined by
the worst-case — but unlikely
accidents)

Tendency to “forget” less severe
scenarios in risk control and safety
management




QRA=risk based: advantages and

disadvantages

Complete analysis, opportunity for
setting priorities, focus on most “risky”

items.

Transparent (for experts?), both
probabilities and consequences are

included explicitly

Results can be compared with criteria

for risk acceptance

Results for different types of facilities

can easily be compared

Not dominated by a single accident
scenario — not sensitive for selection of

scenarios

Expensive and
cumbersome analysis,
which requires expert
knowledge

The "probabilistic” element
in the result is hard to
communicate

Result suggests large
accuracy, but it includes
large uncertainty

The presence of accept
criteria (hard political
decision) is necessary
beforehand
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PHAST SOFTWARE




Safeti Risk Management Tools

Identify Hazards <

!

Postulate Accidents

_ v v
- Pha?tConsequence 5’ Leak —

]
v
@ Phast Risk
| Options to Mitigate l Options to Decrease |
Consequences Frequencies
T No No T

Risks Managed?

v Yes
Optimise Options to Manage Risks

Phast Intro j‘)&
Published 6 July 2011

© Det Norske Veritas AS. All rights reserved. 129 MANAGING RISK 107



Conseqguence Calculations - Discharge

\Wine
yyu

Discharge

Phast Intro i&
Published 6 July 2011 .

© Det Norske Veritas AS. All rights reserved. 130 MANAGING RISK 107



Conseqguence Calculations - Dispersion

VVIEK

Phast Intro i&
Published 6 July 2011

© Det Norske Veritas AS. All rights reserved. 131 MANAGING RISK 107



Conseqguence Calculations - Dispersion

Wind Direction
S

Night Time

Phast Intro
Published 6 July 2011
© Det Norske Veritas AS. All rights reserved.




Consequence Calculations - Impact

e
AATirsy
VY

Phast Intro
Published 6 July 2011
© Det Norske Veritas AS. All rights reserved. 133
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Phast Overview

= This is the overall model path through Phast Consequence

> Toxic
Weather
A 4 \ 4
Vessel or Pipe : ) : .
» Discharge » Dispersion » Radiation
Source >
A
Alternative » Explosion
Inputs
Phast Intro
Published 6 July 2011

© Det Norske Veritas AS. All rights reserved. 136 MANAGING RISK 107



Overview of models

WEATHER
Wind speed TOXIC
Pasquill stability — Probit
Temperature Dangerous Dose
Substrate
A y
FLAMMABLE
DISCHARGE DISPERSION Pool Fire
Catastrophic Rupture UDM 1 Jet Fire
Leak o UDM 2 > Fireball
Vent from Vapour Space BWM (Flash Fire)
Line Rupture
Fixed Duration
Long Pipeline
Disc Rupture
Relief Valve
Tank Roof Failure
Warehouse Fire
EXPLOSION
TNT
Multi Energy
> Baker Strelow
BLEVE Blast

Phast Intro j‘)&
Published 6 July 2011
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Discharge Models

WEATHER
Wind speed
Pascal stabiltiy
TempErature
Substrate

TOXIC
Probit/
Dangerous Dose

DISPERSION
UDM >
BWM

FLAMMABLE
Pool Fire
Jet Fire
Fireball

(Flash Fire)

v

EXPLOSION
TNT
Multi Energy
Baker Strelow
BLEVE Blast

Discharge Theory
Published 6 July 2011
© Det Norske Veritas AS. All rights reserved.
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Direction and Phase

= Depending on the release material and =
physical conditions, Phast offers
release phase options:
- Liquid
- Vapor
- Two-phase

WIND
g

Discharge Theory
Published 6 July 2011
© Det Norske Veritas AS. All rights reserved.
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Vapor

Phast offers directional options:

- Horizontal

Angled from Horizontal

Horizontal Impingement

Angled from Horizontal Impingement
Vertical

Downward Impinging on Ground

MANAGING RISK 107



Definition of Discharge

= Discharge is the time and distance it takes the material to go from the storage pressure to
atmospheric pressure.

Exit Temperature
Exit Pressure
Liquid Fraction

Orifice Velocity =P = Pam
Mass Release Rate

Final Temperature

- Atmospheric
- Pressure
Final Velocity
T

Orifice P = P,

Discharge Theory i&
Published 6 July 2011

© Det Norske Veritas AS. All rights reserved. 140 MANAGING RISK [l
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discharge scenarios

Discharge Theory i&
Published 6 July 2011

© Det Norske Veritas AS. All rights reserved. MANAGING RISK




1.1 Catastrophic Rupture

= Designed to model an incident in which
the vessel is destroyed by an impact, a
crack, or some other failure which
propagates very quickly

Entire inventory is released

No release direction, material is
released in every direction

Expands to atmospheric pressure

Discharge is instantaneous

Discharge Theory
Published 6 July 2011
© Det Norske Veritas AS. All rights reserved.
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Expanding

Vessel
(Pst ’Tst' n Lst)
A
Initial Ah,
P Tumw

Atmosphere
(P,.T)

—
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1.1 Catastrophic Rupture

Methane
268m3
4 Bar (g)
20°C

2m

Discharge Theory
Published 6 July 2011

© Det Norske Veritas AS. All rights reserved.
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1.2 Leak

= Designed to model a hole in the R
body of a vessel, or a small hole Vapor Space
in a large pipe Licuid W
2

= Discharge has a duration

= Release has a direction

Atmospheric
L . expansion (ATEX
= No frictional losses as the fluid P ( )
: Vessel
flows through the vessel or pipe conditions B N
towards the hole Py T M) Orifice conditions
(Po 1T0 ' nLo)
= Tank and Pump Head can be |
specified !
Pre-release I
= For 2-phase storage, the material conditions Release rate (Q)
can be released from the vessel (i i) i
as either liquid (hole below the I
liquid level) or vapour (hole \
above liquid level) Vena contracta
(Co) Atmosphere
(P, To)
et s 0y 20t

© Det Norske Veritas AS. All rights reserved. 144 MANAGING RISK 107



1.2 Leak

< \
//

60ms3 Hole @ 200mm

0.75 bar(g) 2m to centre
20°C

Discharge Theory i&
Published 6 July 2011

© Det Norske Veritas AS. All rights reserved. 145 MANAGING RISK |22



1.3 Vent from Vapour Space

= Designed for the venting of material
from the vapour space of an
unpressurized vessel

Fising
Liquid
Level

= The vapour volume flow
out is equal to the
liquid volume flow in

= The outgoing vapour is
a mixture of air and

the saturated vapour ambient air
P T) vapour component (Q,)
component are +air (Q,)
f 1=
vapour mixture of
saturated component + air
(P Te)
T Rising liquid
level
liquid
p_urn_ped ﬂ component
liquid Viiow P,.T,)
component \_ J
Discharge Theor
Published 6 July ZOll
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1.3 Vent from Vapour Space

Hole @ 200mm

ﬁ Ethanol
30ms3/hr 2000kg

v

/ Atm Pressure
0°C

Discharge Theory

Published 6 July 2011
MANAGING RISK =1\
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1.4 Line Rupture

= Designed for a full-bore rupture of a short

=
length of pipework attached to a vessel -
. . N Vapor Space
= Discharge has a duration and a direction P P
= Takes into account frictional losses along the Liguid

Plpe | ‘ _ i
= For 2-phase storage, the material can be ' -

released from the vessel as either liquid

(pipe entrance below the liquid level) or

. . . Al heri
vapour (pipe entrance above liquid level) e Expanion (ATEX)
st st st Expansion
. . . | i
= The orifice at the entrance to the pipe is Constricted oo e
_ _ "
assumed to be the diameter of the pipe oree ‘ ;
(A, = A,) for line ruptures . " |
3 (B:t:%,nu) A E A, Release rate (Q) >
= Tank and Pump Head can be specified ' i
_‘ y i Atmosphere
Pipe { (P..To)
Pipe exit
(Pe YTeYnLe)
Discharge Theor
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1.4 - Line Rupture

1,3—-Butadiene
5000kg

4 bar

30C

A @ 30mm

(internal)

10m

Discharge Theory
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1.5 Fixed Duration

= The Orifice model, as used in the previously discussed Leak scenario calculates the
mass flow rate and discharge duration from the provided release hole size and
material storage conditions.

» When using the Fixed Duration scenario Phast will instead determine a hole size
that corresponds to a flow rate that will expel the full inventory in the given time

= For a Leak the hole size his
specified and flow rate Q is
calculated

= For a Fixed Duration the duration
is specified and Phast uses a flow
rate Q that empties the inventory
in that duration and derives the
corresponding hole size h

Discharge Theory

Published 6 July 2011
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1.5 Fixed Duration

Fixed Release Duration: 600 seconds

1,3-Butadiene
5000kg

4 Bar (g)
30°C

+ Hole @ ?mm

10m

Discharge Theory
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Time Varying Discharge

» The default release type in Phast is single segment, continuous release-rate at initial

conditions
Vessel/Pipe : Hexane Leak EI .

atoil| Sconaro| P Vessel|Losation| 6eometry| Bundpatal micovnas+| ™ PNASt CAN calculate a varied release rate, but for
[ Time Vaving lease calculation efficiency continuous rates are generated
e and passed to the dispersion calculations
" Average Rate . . -
& Rt iventne . = The initial release rate is the default value as it is
+ Rate between bwa times ,U— 20 e Conservatlve
" Multipls rates ,—

» Phast offers 4 other options for calculation of a time

Dimesions

o e I varying release rate, though all options use steady
l— T state discharge segments
- -
= Phast also produces a report of the actual time
| = varying, non-segmented release rate if the Time
4 I Varying Release option is selected

= The discharge parameters allow control of a vacuum
Notes: relief valve (operating by default) which stops
“gulping” of air through the release orifice

oK Cancel

Discharge Theory j‘)&
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Initial Rate and Time Varying

kg/s_

35.00
30.00 M"m
25.00
20.00
15.00
10.00

5.00

0.00

Discharge Rate Options

0o

0 100 200

300 400
Time (s)

500 600

700

—&— Time Varying

35
30
25
20

kg/s

15
10

Discharge Rate Options

= = = =nitial

0 100

200 400

Time (s)

300

500

Discharge Theory
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= With Time Varying activated,
Phast will produce a TVDI report,
containing the continuously
varying discharge rate versus time

= Example profile from a 50mm
cyclo-hexane leak. Liquid followed
by vapour

= By default Phast will use a non-
time-varying method and will use
a continuous initial release rate
until all inventory is released

MANAGING RISK 107



1.6 and 1.7 Long Pipeline

= Phast supports the following arrangement:

Top of
pipeline

e

Flow in under
normal operating
conditions

Release

1

Py

Py

Valve

Valve

Bottom of
pipeline

.
—_—
'

= Always Time Varying (default: rate between 0 -20s)

= Applicable when Pipe Length >> 300D (for commercial

steel pipes)

Pumped inflow

Valve with distances and closure times, excess flow rates,
or non-return flow limit (of interest in downstream section)

User defined distance to break
User defined release aperture

= Vapour or Superheated liquids
- No Model for Sub-cooled liquids

= Non-Ideal gas behaviour

Discharge Theory
Published 6 July 2011
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1.6 Long Pipeline

Vessel/Pipe : Long Pipeline Example

Materiall Scenario Pipe |‘Jessel| anatinnl Eenmetull Bund Datal Indoor/0u_4 I ’I

Pipe Length - {250 mw Internal Diameter 154 MiT =

Pipe Roughhess 0.0457 mm =
r Short Pipeline odel

Excess Flow Hom-retum Shut-Off Release Point
Humber of valves ID ID IEI
— Long Pipeling Maodel .‘ Valve 2
Diztance to Break 100 me Purmped |nflow |1 0 kgis »
Relative Aperture [Areal ID-4 fraction » Use Ambient temp Ird
— Pipe wiall -
I aterial ICarbon Steel [System) j Thickness I?-3 futy [ e ¥
E e b il O i ¥
: o b SETUER S F e i E
Walves . ar - b o B b ‘ih? ,‘i".“'!#' i o
; A T o h ! e J
Cut Valve Valve Valve P 5 e i ; g
Valve Type | Distance | Closing Excess i Valve 1
Add .
from Top Time Flow
| m ] ko=
1 |Closure 75 600
2 |Clasure 200 1200 Pumped Inflow
El | [ | ’
Excess Flow
Mon Return
[~ Walves Cloze

Motes:

This case models a full bore break 100m from the end of a 250m propane line.
This line has a pumped inflow of 10kg/s, meaning that the release rate will never

B2

drop below this level.

[

ar. I Caticel

Help

Discharge Theory
Published 6 July 2011
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Long Pipeline Capabilities
Models releases where:

= conditions inside the pipe are changing as the material is released

= the material nearest to the release point will flash and depressurise first

= the material near the ends of the pipe will still be at the storage conditions

= the flash front will move further away from the release point so that eventually the
entire contents of the pipe have depressurized to atmospheric conditions

Release

o) jo;
o S
Pressure Front % & Pressure Front

= 2

[0} Q

® Q@
o Q .
=

MANAGING RISK 107
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1.8 Disc Rupture

» For overpressuring of a large vapour space vessel (storage disk rupture) or liquid
swelling or over-filling of a small vapour space vessel (reactor disk rupture).

» Release through a burst rupture disk
and along a short tailpipe.

Released material

= Discharge occurs through the disk seat

(assumed not to be constricting). Rupture disk position
before release

* For 2-phase storage, the material can

be released from the vessel as vapour Two-phase (or liquid)
(overpressuring of a large vapour AN
Large vapour space (e.g. storage
space vessel) or as a homogeneous 2- Vanour vessel) or & gas vesse
u
phase . Small vapour space (e.g. a
Vv | reactor or a liquid vessel Two hase or
. . . apour reiease -
= Pressurised liquid vessels cannot use P Liquig release

this scenario.

Discharge Theory
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1.9 Relief Valve

» Releases due to overpressuring of a large vapour-space vessel, or liquid swelling

of a small vapour-space vessel.

= The discharge occurs through the
constricting relief valve at the entrance
to the pipe and then along the length of
a short tailpipe.

» For 2-phase storage, the material can
be released from the vessel as either
vapour (overpressuring of a large
vapour space vessel) or as a
homogeneous 2-phase .

= Pressurised liquid vessels cannot use
this scenario.

Released material

Relief valve

Two-phase (or liquid)

Large vapour space (e.g. storage
vessel) or a gas vessel

Vapour

Small vapour space (e.g. a
reactor or a liquid vessel

Vapour release

Liquid

Two-phase or
Liquid release

Discharge Theory
Published 6 July 2011
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1.10 Tank Roof Failure

= Designed for the release of vapor from a refrigerated, insulated tank under

saturated conditions, in the event that the roof fails

= Two types of failure
- Roof removed
- Roof collapsed

= Two types of dispersion
- Initial instantaneous puff
- Continuous evaporation

Tank Roof Effect
{* Roof Collapsed " Roof Removed

Model Hfect "nstantanenus effects j

Instantaneous effects
ontinuous effects
Instantaneous effects

Initial Instantaneous Effects
vt

Instamtaneous Puff
of Yapor

Roof removed

outside tank
Roof fragments
make no
contribution to
affects

“apor Expands

o

Liguid Flashes

Roof collapses into tank
Heat transter from fragments
adds to wapor generation

Longer-Term Continuous Effects

Wind
e

>

Constant vaparization
rate until no liquid left
in tank

bailing ar
evaparation

Steady-state

il

Discharge Theory
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Inbuilding Release

. o Ventilation ai
= Mixing of air with the release e”'aﬂ} —p Relezcio
material within the building

= Concentration build-up and decay with time Complete

mixing
= Liquid droplets can be trapped Droplets trapped
in building

= Constant mass release rate of hazardous *
material from the leak, a constant vent

volume flow rate and ideal mixing conditions

= Calculates leak volume flow rate from the mass release rate, the release temperature and
atmospheric pressure and assumes this leak volume flow rate to be constant until the
release stops

= Volume flow rate of the release of hazardous material from the building is conservatively
assumed to be the leak volume flow rate

= Concentration build-up and decay calculations apply ideal gas assumptions

Discharge Theory i&
Published 6 July 2011
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Lack of Engineerin
Control

==
Equipment / Tools

Sub-Standard PPE :19

Incorrect Tools
_Selection

Lack of
induction/tool box
alk or its

Physically unfit —
poor health

No motivation -
poor habit

Eack of material /
spare / enablers

Poor quality of
material / spare /
enablers

Poor storage and
lack of maintenanc

Poor Stacking of

|\, P .y |

Natural calamities

Pollution —dust,

Poor safety
governance

FY-12-13




CAUSES ARE USUALLY GROUPED INTO MAJOR
CATEGORIES TO IDENTIFY THESE SOURCES OF
VARIATION

People: Anyone involved with the process

Methods: How the process 1s performed and the specific
requirements for doing it, such as policies, procedures, rules,
regulations and laws

Machines: Any equipment, computers, tools, etc. required to
accomplish the job

Materials: Raw materials, parts, pens, paper, etc. used to
produce the final product

Measurements: Data generated from the process that are
used to evaluate its quality

Environment: The conditions, such as location, time,
temperature, and culture 1n which the process operates



PARETO ANALYSIS

This technique helps to identify the top portion of causes that need
to be addressed to resolve the majority of problems. Once the
predominant causes are identified, then tools like the Ishikawa
diagram or Fish-bone Analysis can be used to identify the root
causes of the problems. While it is common to refer to pareto as
"80/20" rule, under the assumption that, in all situations, 20% of
causes determine 80% of problems, this ratio is merely a convenient

rule of thumb and is not nor should it be considered immutable law
of nature.

The application of the Pareto analysis in risk management allows
management to focus on those risks that have the most impact on
the project.




Pareto Analysis For FY-12-13.

35 120.00
29.90
30
100.00 | 100.00
3.25
2> /§3.92
— 80.00
X
(&)
2
s 20
(&)
x
e - 60.00
=)
=
E 15
10.29 - 40.00
10
- 20.00
5
0 . - - - 0.00
Equipment Management Process People Environment Materials
[ Series2 29.90 27.76 15.97 10.29 9.32 6.75
—e—Seriesl 29.90 57.66 73.63 83.92 93.25 100.00

Cummulative %




HUMAN FAILURES




Skill-based
eITors

Rule-based mistakes

Human |:

failures

Knowledge-based mistakes

——[Misiations |

Exceptional




Human failures

Human
failures

—— [

Human failure - main classification

A human error is an action which was not intended,

which involved a deviation from a acce pted standard,
and which led to an undesirable outcome.

A violation 15 a deliberate deviation from a rule
or procedure




Human failures

[ et's have a look at the errors first:

Skill-based
errors

SKill-based emors (or slips and lapses)
Errors occur in very familiar tasks which we can
camy out without much need for conscious
Mistakes attention.

Human Driving a car is atypical skill-based adivity
failures for many of us. Slips and lapses are the
errors which are made by even the most
experienced, welHrained and highly-
motivated people.

¥

Mistakes are a more complex type of human error where we do the
wrongthing believing it to be right.

The failure involes our mental processes which control how we
plan, assess information, make intentions and judge consequences.




Slips are failures in camying out the actions of a task. They are described as ‘adion-not-as-
planned. Examples would be: picking up the wrong component from a mixed box, operating
the wrong switch, transposing digits when copying out numbers and misordering steps in a

procedure. Typical slips might indude:
J  performing an action too soon ina procedure or leaving it too late;

Lapses cause us toforget to carry out an action, to lose our place in a task or even to forget
what we had intendedtodo. They can be reduced by minimising distradions and
interruptions to tasks and by providing effective reminders especially for tasks which take
some time to complete or invalve periods of waiting.

A useful reminder could be as simple as a parially completed checklist placedin a clearly
visible location for the person doing the task.

VWe may be able to eliminate some of these lapses through better design of equipment or
tasks.




Rule-based mistakes occur when our behaviour is based on remembered rules or familiar
procedures. We have astrong tendency to use familiar rules or solutions even when these

are not the moa cornvenient or efficient.

The following is an example of a rule-based mistake causing an accident:

An operator was very familisr with the task of filling a tank. He expecsd the filling procedure to take about
0 minutes. However, on this occcasion the diameter of the pipe entering the tank was filling much more
rapidly than he anticipated. He ignored the high level alarms on the grounds that the tank could not be full
5o quickly. The tank overflowed.

Improved communications would have alerted the operator to the changes that had been made to the pipe.

|n unfamiliar circumstances we have to revert to consciously making goals, developing plans
and procedures. Planning or problem salving needs us to reason from first principles or use
analogies. Misdiagnosis and miscalculations can result when we use this knowledge-based

reasoning.

The following is an example of knowledge-based reasoning causing an accident:

The investigation following a major collapse of a tunnel showed that the organisation had relied on the
experience of one person as a control measwe. However, the nature of the method of working meant that
this person had noreliable instrurmentation for detecting when the wnnel was becoming unstable Relying
on ‘experience was actwally relying on knowledge-besed reasoning of the "experf and was not an effective
control method to prevent a serious collapse given the unpredictable nature of the event. The expert

nesded more reliable instruments to carry out this work.




With a routine violation, breaking the rule or procedure has become a nommal way of warking
within the work group. This can be due to:

the desire to cut corners to save time and energy;
the perception that the rules are too restrictive;
the belief that the rules no longer apply;

lack of enforcement of the rule; and

new workers starting a job where routine violations are the norm and not realising that
this is not the correct way of waorking.

(M Oy Iy Wy




In the case of situational violations breaking the rule is due to pressures from the job such as
being under time pressure, insuffident staff for the workload, the right equipment not being
available, or even extreme weather conditions. It may be very difficult to comply with the rule in

a particular situation or staff may think that the rule is unsafe under the circumstances.
Risk assessments may help to identify the potential for such violations.

Encouraging reporting of job pressures through open cormmunication will also be helpful.

Exceptional violations rarely happen and only then when something has gone wrong.
To solve anew problem you feel you need to break a rule eventhough you are aware that you

will be ‘taking a risk’. Y ou believe, falsely, that the benefits outweigh the risks.

For example:
Before the accident at Chernoby| nuclear power plant a series of tests were being undertaken.
When a failure led to dangerously low power levels the test should have been abandoned.

Cperators and engineers continued to improvise in an unfamiliar and increasingly unstable
regime to protect the test plan.




